
This newsletter is published by St. Luke’s IT Security.

For more information or to report an IT Security incident, please contact the 
St. Luke’s Cyber Security Incident Response Team (CSIRT) at csirt@slhs.org

Just as your work computer is a target, your 
personal computer is one, too. And your personal 
computer is even more at risk because you do not 
have a security team dedicated to protecting it on 
a daily basis. To help defend you and your family, 
follow these easy suggestions.

Solution
Always be sure your computer has the latest 
patches installed and run the latest versions of 
your programs, such as your browser. Old or 
outdated programs have tremendous weaknesses, 
which attackers can exploit. The simplest way to 
protect yourself is ensuring automatic updating 
is enabled for both your computer and your 
programs. If you are no longer using a program, 
remove or uninstall it.

Use the free tool Personal Software Inspector 
from http://www.secunia.com to make sure your 
computer is up to date. Simply download, install, 
and run the tool. It will inform you if it finds any  
outdated programs and how you can update them. 
We recommend you run this tool at least once a month.

In addition to programs, you should ensure your browser plugins or add-ons are current. Every plugin 
you add to your browser becomes another potential avenue for cyber criminals to attack. A great tool 
to check your browser’s plugins is Browser Check, located at http://browsercheck.qualys.com. 

PROTECTING YOUR PERSONAL COMPUTER

Protecting Your Computer
Your personal computer, just like your 

work computer, is under constant attack. 

However, your personal computer may 

not have all the security measures we use 

in our organization. Here are some steps 

you can use to protect yourself at home.



Which Anti-Virus is Best?
A common question we often receive is which anti-virus software is best, or which firewall program should 
I buy?  It really does not matter, as long as the solution comes from a well-known and trusted security 
company. Most products are very similar in functionality; you will need to determine which product you 
find the easiest to use.

Most security products come packaged as a suite. This means all the different security programs such 
as firewalls, anti-virus, and web filters are included as a single solution.  The advantage of combined  
packages is all the different tools you need to secure your computer are integrated into a single program 
and interface.

We advise you to never run multiple security programs from different vendors at the same time. This does 
NOT make you more secure, and can actually cripple your computer. For example, if you run two different 
anti-virus programs concurrently, they may conflict with each other, harming your system. 

The tool works by reporting what plugins you have, which ones are current, and how to update old 
plugins. Once again, we recommend you check your plugins at least once a month.

To protect your online privacy, consider using your browser in private mode. This is a common feature 
most browsers support. It does not record online activity (such as the websites you visit), does not cache 
website content, and usually wipes any cookies stored on your system.  Many browsers also support the 
‘reset’ option, which deletes any information stored about your browsing habits, such as stored cookies.

It is also important to have a firewall installed and enabled on your computer. Firewalls protect your 
computer from worms connecting to your computer. Also make sure you are using updated anti-virus 
to help protect your system against Trojans, viruses, and other forms of malware.  Ensure anti-virus is 
configured to scan a file whenever it is downloaded, copied, or opened on your computer.  Also ensure 
your anti-virus is set to automatically update at least every day, as new signatures are constantly being 
released.

If your personal computer is a laptop, you need to take some additional steps to protect it -- especially 
if you travel with it.  The first is to always lock and secure it with a login and password.  You most likely 
want some type of encryption (often called Full Disk Encryption). There are many software solutions 
that easily support this, ensuring if you do lose your laptop, all your information is secure.  Finally, you 
may want to install tracking software on your laptop, that way if you do lose it (or if it is stolen), you 
can track its location.

Finally, keep a backup of your system and a list of all programs you have installed. Not only can this 
information be used to rebuild your computer, but this list can be used to find unauthorized software 
that might be on your system.


